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Cyber Security Audit Report 
 
About the College:  

K. K. Wagh Arts, Science & Commerce College, established in 1968, is 

nestled in Pimpalgaon around 35 kms away from Nashik city. The college is 

affiliated to Savitribai Phule Pune University. It is one of the most sought after 

colleges under the aegis of Maratha Vidya Prasarak Samaj. The institution with 

all the amenities of an urban college creates a congenial environment for 

education, research and extra-curricular activities. 

The motto of MVP, Well being of the masses is abided by the college in 

each and every plan chalked out for students. Hence, the college too has 

designed its vision and mission statement to fulfill the motto of the college.  

The college is located in rural and hinterland region of North 

Maharashtra. The region is one of the most opulent regions and best agro-

horticultural-industrial-commercial zones of India renowned for its grape, 

sugarcane and vegetable cultivation, export and upcoming agro-processing 

industry. There is well-knit web of co-operative institutes and sugar industries 

around Pimpalgaon. Obviously the needs, requirements and aspirations of the 

students and human resource requirements of employers vary widely. 

In order to fulfill these needs, requirements and aspirations, the college 

has introduced both Under Graduate and Post Graduate courses in all major 

subjects. As the demand for courses in Computer Science has increased, we 

have also started B. Sc and M. Sc in Computer Science. All departments and 

offices are provided with computers with 24 hrs internet facility. Hence, there is 

need to conduct Cyber Security Audit to keep the college away from cyber 

security threats. 



Introduction:  

 Cyber security means the protection of internet-connected systems, 

including hardware, software and data from cyber attacks. Computing Security 

comprises cyber security and physical security -- both are used by enterprises to 

protect against unauthorized access to data centers and other computerized 

systems. Information security, which is designed to maintain the confidentiality, 

integrity and availability of data, is a subset of cyber security. Effective cyber 

security reduces the risk of cyber attacks, and protects organizations and 

individuals from the unauthorized exploitation of systems, networks and 

technologies. 

Many Institutions are unclear about the ways in which they’re vulnerable, 

and as many as 50% mistakenly think they’re not a viable target. In fact, all 

Internet-facing organisations are at risk of attack. And it’s not a question of if 

you’ll be attacked, but when you’ll be attacked. The majority of cyber attacks 

are automated and indiscriminate, exploiting known vulnerabilities rather than 

targeting specific organisations. The institution could be being breached right 

now and there is no awareness. Hence, there is need to conduct Cyber Security 

Audit.  

The Cyber Security Audit of the College is conducted to assess the 

effectiveness of privacy and security controls with a focus on identifying 

practices that improve the security of information, software and hardware. This 

report summarizes the cyber security risks identified from the audit. 

  



Audit Objectives:  
 The objectives of the Cyber Security Audit are as follows:  

 To provide management with an assessment of the Institution’s cyber 

security policies and procedures and their operating effectiveness.  

 To identify internal control and regulatory deficiencies that could put the 

Institution at risk. 

 To ensure the compliance of all sensitive information and goods with the 

efficiency and effectiveness of the Security Program. 

 To make employees of the institution about the cyber security threats. 

 To find out lacunas in the implementation of cyber security measures. 

 To identify the threats to cyber security. 

 To find out how securely the employees make of use of computing 

facilities.  

 

Scope of the Audit:  
 
The scope of a cyber security audit includes:  

 Data security policies relating to the network, database and applications 

in place. 

 Data loss prevention measures deployed. 

 Effective network access controls implemented. 

 Detection/prevention systems deployed.  

 Security controls established (physical and logical). 

 Incident response program implemented. 

 Breaches and violations of security and other security-related incidents. 

 Protection measures taken for external communications. 

  



The details of the Computer Equipment facility are as follows: 
 

Sr. 
No. 

Department Computer Laptop Printer Projector UPS Batteries Smart 
Board 

1.  Physics 10 00 01 01 01 00 00 
2.  Electronics 08 01 02 01 01 30 02 
3.  Chemistry 03 01 02 01 01 00 00 
4.  Botany 01 00 01 01 01 00 00 
5.  Zoology 01 00 01 00 00 00 00 
6.  Microbiology 01 00 01 00 01 00 00 
7.  Mathematics 01 00 00 00 00 00 00 
8.  Computer 

Science 
38 01 02 01 01 14 00 

9.  Marathi 01 00 01 00 00 00 00 
10.  English 02 00 01 00 00 00 00 
11.  Hindi 01 00 00 00 00 00 00 
12.  Economics   01 01 01 00 00 00 00 
13.  Commerce 01 00 00 00 00 00 00 
14.  Politics 01 00 01 00 00 00 00 
15.  History 01 00 01 00 00 00 00 
16.  Geography 01 00 01 00 01 00 00 
17.  Psychology 01 00 00 00 00 00 00 
18.  Physical 

Education 
01 00 00 00 00 00 00 

19.  Library 11 00 04 00 01 00 00 
20.  Office 12 01 10 00 01 14 00 
 Total 97 05 30 05 09 58 02 

 

  



 
Various Security Levels 

1. Physical Security: 
 
In the physical security aspects, the Institution has provided computing and 

internet facilities to every department. The respective departments are asked to 

maintain a register for entering details of internet usage by students and faculty 

members. A documented policy for physical access to technology resources, 

including who can be authorized access to restricted or sensitive areas, has been 

established; and keys to access restricted areas are controlled and properly 

monitored. 

Formally document responsibility for physical protection of technology 

resources has been assigned. Policies and procedures to effectively restrict 

physical access are developed.  

Our whole college campus is covered under CCTV surveillance for 

continuously monitoring all activities of students and faculty members. 

In our college each department have separate peon, who controls and 

monitors the activities of students. Outside secondary devices are restricted to 

use in department. They are allowed to use only after taking prior permission 

and after performing proper virus scanning. Outsiders are not allowed to enter 

in office premises and departments. 

2. Authentication Procedures 

Operating System Level Check: 

We have created user name and passwords for each and every computer 

system so that unauthorized person unable to access that computer system. 

 

 

  



Software System Level Check: 

Software’s used for college administration like admission system, 

accounting system, library systems are protected with their own user name and 

password. They are maintained by corresponding office bearers. Examination 

department system is handled and monitored by only authorized person such as 

CEO of the college. 

3. Virus Protection 

We have installed quick heal antivirus program on all the system to protect 

systems from malware, viruses, Trojans etc. External devices like pen drives are 

scanned automatically after connecting to computer. Some sites like facebook, 

instagram, movie downloading sites are blocked using the Parental Control 

facility provided by Quick Heal Antivirus software. 

4. Security Awareness Program  

We have conducted cyber security awareness lectures for commerce, arts 

and science PG level students and also teachers who desire to acquire 

knowledge are allowed to attend. 

Besides, we have signed an MOU with Quick Heal Foundation. As per the 

terms of the MOU, the college students participated in Cyber Awareness 

Program for Schools and Jr. Colleges of Niphad, Dindori Tehsil  (Taluka). 

Member of Quick Heal Foundation, Pune Ms. Sughanda Dani(Executive 

CSR, Quick Heal Foundation)  shown interest in signing MOU with Computer 

Science department and ready to give benefits for Earn & Learn Scheme to our 

students.  Under Cyber Awareness Literacy Cell (CALC), 20 students 

participated; they have visited 27 schools & given 55 presentations to 10654 

students. After successful completion of Earn & Learn Scheme activity Quick 

Heal Foundation give an amount of Rs.62,500/- to our college (2500 for per 

student) and also issued appreciation letter and certificates. 

 



Audit Team 
Prof. Rajesh V. Nikam, Chairman 
Prof. Somanath A. Wankhede 
Miss. A. M. Gaikhe  
Miss. M. M. Wagh  
Prof. V. S. Jadhav 
 
  



Questionnaires 

 

M.V.P’s, K.K. Wagh Arts, Science& Commerce College, Pimpalgaon(B) 
Departmental Form About Computer Usage Information 

For Cyber Security Audit 
 

1) Department:  
________________________________________________________________ 

2) No. of teachers in department:  ______     3). No. of teachers using internet 
facility:_____________ 
 

4) No. of computers in department: ____________ 5) Is UPS Available? (YES/NO) 
______________ 

6) No. of computers on which internet facility is available: ______________________ 
 

7) Do all computers have user ID’s and passwords? (YES/NO) 
 

8) Are your PC’s protected from unauthorized access? (YES/NO) 
 

9) Antivirus available?: (YES/NO)  ____________ 7) Expiration date of antivirus  : 
____________ 

8) Operating system installed on computer: 
______________________________________ 

 
9) Software’s used on computer: 

1.________________________________________2.__________________________
_________________3.________________________________________4 

10) Computer 
configuration:MANUFACTURER:_________________________MODEL:____________
____________________________PROCESSOR:_____________________________R

AM:________GB_______________________________________________________
______________________________________________________________ 
(If, more computers with different computer configuration available. give information 
on a separate sheet) 

11) Internet usage record is maintained in department or not? (YES/NO) _____________ 
 

12) Pen drives are used in department? (YES/NO)_____________ 
 

13) Do you scan your pen drive before using? (YES/NO)_____________ 
 

14) Do you take regular backups of your important data? (YES/NO) _____________ 
 

15) Are you aware about cyber security? (YES/NO) 
 

16) Suggestions:__________________________________________________________
_____________________________________________________________________
___________________________________ 

 
 

   Signature of HOD 



 

M.V.P’s, K.K. Wagh Arts, Science& Commerce College, Pimpalgaon(B) 
Individual Teacher Form About Cyber Security Awareness 

 
1.  Name of Teacher: ____________________________________________________________________ 

2.  Name of Department: ________________________________________________________________ 

3. Are you using computer in college? (YES/NO): _____________________________________________ 

4. Are you using internet on computer in the college? (YES/NO):____________________________________ 

5.  For which purpose are you using internet in college? 

E-content    E-commerce 
Social sites   YouTube 
Net Banking   Entertainment 
Trading 

6. Do you use safe browser for web browsing? (YES/NO): _____________________________________ 

7. Is there desktop or laptop available at your home? (YES/NO): ________________________________ 

8. If desktop or laptop is available, antivirus is installed or not? (YES/NO): _______________________ 

9. Which antivirus is installed? __________________________________________________________ 

10. Do you share information about your User ID and Password to others? (YES/NO): _______________ 

11. If yes, are you aware of the consequences of misuse of data? (YES/NO): ______________________ 

12. Do you take regular backups of your personal important data? (YES/NO): _____________________ 

13. Do you remove unnecessary data from your PC’s? (YES/NO): _____________________ 

14. Are you aware about cyber security threats? (YES/NO): ___________________ 

15. Suggestions:_____________________________________________________________
_______________________________________________________________________
______ 

 
 

SIGN OF TEACHER 

 
 



 M.V.P’s, K.K. Wagh Arts, Science& Commerce College, Pimpalgaon (B) 
Departmental Computer Usage Information 

For Cyber Security Audit 
Analysis of the Questionnaire 

            
Sr.
No
. 

Dept No. 
of 
Tea
che
rs 

Using 
Intern
et  

No. of 
comput
er 

Is UPS 
Availa
ble 

Interne
t 
facility 
availab
le 

User 
Id 
Passw
ord 

Protected 
unauthori
zed 
access 

Antivi
rus 
Availa
ble 

Expirat
ion 
date 

Opera
ting 
syste
m 

Software 
used 

Configuration Internet 
record  

Pen 
drive 
used 

Scan 
pen 
drive 

Regu
lar 
back
up 

Aware 
about 
cyber 
security 

sugges
tion 

1 Chemistr
y 

10 10 03 YES 03 YES YES YES 24/03
/2021 

Win7 Chem. 
Draw,Micr
osoft 
office 

HCL YES YES YES YES YES NIL 

Pentium dual 
core 

2GB 

2 Physics 08 08 10 YES 10 YES YES YES 27/06
/2019 

Win7
&10 

MATLAb,
MS-
Office,Tur
bo C 

HCL,DELL YES YES YES YES YES NIl 

Intel core i3 

2GB,4GB 

3 Electron
ics 

04 04 08 YES 08 YES YES YES 05/07
/2019 

Win7
,Win
10 

TURBO 
C,MATLAB
,XIlInx,Mic
rosim,Keil
5.0 

SAPARATE 
SHEET 

-- YES YES YES YES Face
book,
etc 
block 

4 Botany 04 03 01 YES 01 YES YES YES 21/03
/2019 

Win 
7 

Microsoft 
office 

HCL YES YES YES YES YES High 
spee
d 
inter

Intel Pentium 
Dual CPU  



2GB net 

5 Zoology 03 03 01 No 01 Yes No Yes -- Win-
XP 

Nil HCL YES YES YES YES -- UPS 
requi
reed Intel Pentium 

1GB RAM 

6 Mathem
atics 

01 01 01 NO 01 YES NO NO -- Win7 Microsoft 
office,sail
ab 

HCL YES YES YES YES YES Incre
ase 
comp
uter 

Pentium 

1GB 

7 Geogra
phy 

02 02 01 YES 01 YES YES YES 2019 Win7 Global 
mapper,GI
S,Q GIS 

 YES YES YES YES YES Provi
de 
PC &  
Proje
ctor 

 

2GB RAM 

8 Compu
ter 
science 

07 07 38 YES 38 YES YES YES 22/06
/2019 

Win,
ubun
tu 

Linux,turb
o 
C,.NET,JA
VA etc. 

Saparate 
sheet 

YES YES YES YES YES NIl 

9 Microb
iology 

03 03 01 YES 01 YES YES YES 24/03
/2021 

Win7 Microsoft 
Office 

HCL YES YES YES YES YES Nil 

Intel core I3 

2 GB RAM 

 

 

                   



Sr.
no 

Dept No. 
of 
Tea
che
rs 

Using 
Intern
et  

No. of 
comput
er 

Is UPS 
Availa
ble 

Interne
t 
facility 
availab
le 

User 
Id 
Passw
ord 

Protecetd 
unauthori
zed 
access 

Antivi
rus 
Availa
ble 

Expirat
ion 
date 

Opera
ting 
syste
m 

Software 
used 

Configuration Internet 
record  

Pendr
ive 
used 

Scan 
pendr
ive 

Regu
lar 
back
up 

Aware 
about 
cyber 
security 

sugges
tion 

10 Comme
rce 

06 06 01 No 01 YES YES YES 24/03
/2021 

Win7 Microsoft 
office 

HCL YES YES YES YES YES Work
shop 
arran
ed 

Pentium dual 
core 

2 GB RAM 

11 English 04 04 02 No 02 YES YES YES 04/08
/2018
&24/0
3/202
1 

Win7 Microsoft 
office 

HCL YES YES YES YES YES Nil 

Pentium dual 
core& i3 

2GB RAM 
both 

12 Marathi 04 04 01 No 01 YES No YES 24/03
/2021 

Win7 Microsoft 
office 

DELL YES YES YES YES YES Nil 

Intel pentium 

4 GB RAM 

13 Hindi 02 02 01 No 01 Yes YES YES 24/03
/2021 

Win7 Microsoft 
office 

HCL YES YES YES No No Nil 

Intel Pentium 

3 GB RAM 

14 Econom
ics 

04 02 01 No 01 YES YES YES 24/03
/2021 

Win 
XP 

Microsoft 
office 

HCL YES YES YES YES YES Nil 

Pentium dual 
core 



2 GB RAM 

15 Politics 04 04 01 No 01 YES YES YES 24/03
/2021 

Win7 Microsoft 
office 

HCl YES YES YES YES YES NIl 

Intel core i3 

2GB RAM 

16 History 03 03 01 No 01 Yes Yes Yes 24/03/
2021 

Win7 MS-
Office,Ado
be Reader 

HLC Yes Yes Yes Yes Yes Nil 

Intel Dual core 

1 GB RAM 

17 Psychol
ogy 

01 01 01 NO 01 YES NO YES 24/03
/2021 

Win7 MS Office DELL Yes Yes Yes Yes Yes Nil 

Intel  

4GB 

18 Phy. 
Educati
on 

01 01 01 No 01 -- -- YES -- -- -- DELL -- Yes Yes -- -- NIl 

Intel 

4GB RAM 

19 Library 07 07 11 Yes 11 No Yes Yes 24/03
/2021 

Win7 Autolib HCL Yes Yes Yes Yes Yes Nil 

Pentium dual 
core 3.2GHz 

RAM-2 GB 

20 Office 11 11 12 Yes 12 Yes Yes Yes -- Win7 College 
S/W 

HCL No Yes Yes Yes Yes Nil 

Pentium dual 



core 3.2GHz 

RAM-2 GB 

Total 89 86 97 9 Yes 

11 No 

97 18 
Yes 

2 No 

15 Yes 

5 No 

 

19 
Yes 

1 No 

- - - - 17 Yes 

3 No 

20 
Yes 

20 
Yes 

18 
Yes 

2 
No 

17 Yes 

3 No 

- 

 



Observations based on the Questionnaire 
 There are total 97 computers in our college.

 96.62% teachers are using Internet facility.

 45% departments having UPS backup available.

 Internet facility is available on all computers.

 99% computers have Antivirus program installed on them. 

 All computers are protected with username & password.

 90% departments are taking regular backup of their important data. 

 93.25% users are aware about cyber security.

Action Taken 

 People are informed to take regular backup of their important data. 

 People are informed to be aware about cyber security awareness. 

 We have installed antivirus on each and every computer system and also 

inform them to update their antivirus program regularly for more secur

system. 

Recommendations of the Cyber Security Audit Committee

 Some departments maintain register for the use of computers and Internet 

but all departments should maintain such record. 

 Latest versions of software should be installed or the software insta

should be regularly updated. 

 More cyber awareness program should be organized. 

 

 

Mr. R. A. Patil   
         Member   

Dr. Mrs. S. S. Ghumare
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     Dr. S. N. Shinde
          Chairman 

Dr. Mrs. S. S. Ghumare 
Principal 
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